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I recently attended the final Cybersecurity Framework Workshop organized by the 
National Institute of Standards and Technology (NIST) which has been charged with 
creating a Cybersecurity Framework by President Obama.  For the most part, MCAA's 
member companies are NOT part of our nation's critical infrastructure but they often 
supply products to industrial concerns which are.  Therefore, MCAA members should 
know about and support the voluntary consensus effort that is developing the 
Cybersecurity Framework.  Further they should review the Framework to determine 
whether some or all of the steps could form a valuable part of their own management 
plans to identify, protect, detect, respond and recover from external or internal threats 
to their own corporate viability. The Framework 1.0 is out for comment in December 
and will be updated as may be appropriate and published, as ordered, by February 
2014. 

The complete Preliminary Cybersecurity Framework is available by clicking on the link 
below. Here is the Framework Introduction:  

The national and economic security of the United States depends on the reliable 
functioning of critical infrastructure.  To strengthen the resilience of this infrastructure, 
President Obama issued Executive Order 13636 (the EO) on February 12, 2013.  It calls 
for the development of a voluntary Cybersecurity Framework that provides a prioritized, 
flexible, repeatable, performance-based, and cost-effective approach for assisting 
organizations responsible for critical infrastructure services to manage cybersecurity 
risk. 

Critical infrastructure is defined as "systems and assets, whether physical or virtual, so 
vital to the United States that the incapacity or destruction of such systems and assets 
would have a debilitating impact on security, national economic security, national public 
health or safety, or any combination of those matters."  Organizations responsible for 
critical infrastructure need to have a consistent and iterative approach to identifying, 
assessing and managing cybersecurity risk. 

The critical infrastructure community includes public and private owners and operators, 
and other supporting entities that play a role in securing the Nation's 
infrastructure.  Each sector performs critical functions that are supported by 
information technology (IT), industrial control systems (ICS) and, in many cases, both 
IT and ICS.  To manage cybersecurity risks, a clear understanding of the security 
challenges and considerations specific to IT and ICS is required.  Because each 
organization's risk is unique, along with its use of IT and ICS, the implementation of the 
Framework will vary. 

The Framework, developed in collaboration with industry, provides guidance to an 
organization on managing cybersecurity risk.  A key objective of the Framework is to 
encourage organizations to consider cybersecurity risk as a priority similar to financial, 
safety, and operational risk while factoring in larger systemic risks inherent to critical 
infrastructure. 



The Framework relies on existing standards, guidance, and best practices to achieve 
outcomes that can assist organizations in managing their cybersecurity risk.  By relying 
on those practices developed, managed and updated by industry, the Framework will 
evolve with technological advances and business requirements.  The use of standards 
will enable economies of scale to drive innovation and development of effective 
products and services that meet identified market needs.  Market competition also 
promotes faster diffusion of these technologies and realization of many benefits by the 
stakeholders in these sectors. 

Building off those standards, guidelines and practices, the Framework provides a 
common language and mechanism for organizations to (1) describe their current 
cybersecurity posture; (2) describe their target state for cybersecurity; (3) identify and 
prioritize opportunities for improvements within the context of risk management; (4) 
assess progress toward the target state; and (5) foster communications among internal 
and external stakeholders. 

The Framework complements and does not replace, an organization's existing business 
or cybersecurity risk management process and cybersecurity program.  Rather, the 
organization can use its current processes and leverage the Framework to identify 
opportunities to improve an organization's management of cybersecurity 
risk.  Alternatively, an organization without an existing cybersecurity program can use 
the Framework as a reference to establish one. 

The goal of the open process in developing the Preliminary Framework was to develop a 
robust technical basis to allow organizations to align this guidance with their 
organizational practices. 


