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PROCESS MEASUREMENT AND CONTROL
INSTRUMENTATION RELIABILITY TECHNIQUES

FOREWORD

This handbook presents basic techniques which may be applied to the calculations of the reliability of modules
and systems.

The existence of a nandbook does not in any respect preclude any
member or nonmember from manufacturing or selling products not conforming with this handbook. This
handbook is issued for informational purposes only.

Any part of this Handbook may be quoted. Credit lines should
read: “Extracted from Handbook - (1981) Process Measurement and Control Instrumentation Reliability
Techniques Handbook, - ‘ : Cees R sur
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PREFACE — 32.0

1. SCOPE AND PURPOSE

This handbook is intended to serve as a practical
reference for manufacturers and designers and as a guide
for supplier/purchaser discussions of reliability
specifications.

A broad spectrum of Reliability, Maintainability and
Availability techniques is being introduced and sup-
plemented with references. Sufficient guidance is
provided to enable the user to make an efficient choice of
the techniques that are most applicable to the particular
situation. It is intended to promote the systematized use
of reliability techniques with emphasis upon statistically
sound methods that can be effectively applied to in-
dustrial process control instrumentation or systems.

2, INTRODUCTION

Pressures upon industry related to demands for assured
reliability, maintainability and availability, coupled
with the needs for effective warranty programs and ef-
ficient spares provisioning, are among the forces that
have stimulated interest among users.

Reliability of the module or system is dependent upon
the basic design, piece part or component reliability,
system configuration and the manufacturing processes
and testing. System level reliability techniques utilize
the results of individual module reliability estimates.
Modules and systems are usually handled as indicated
but any given device could be considered as a module or
a system, as appropriate. All personnel involved in the
manufacturing, installation and operating processes in-
fluence reliability, from project manager to assembler.
The techniques presented in this handbook are intended
to provide the reference tools needed for module or
system reliability assessments.

The techniques in this handbook are generally ap-
plicable. Historically, failure rate data have been ac-
cumulated more for electronic components than for
mechanical components. The methods in this handbook
can be applied when mechanical component failure-rate
data become more available.

Reference should be made to Process
Measurement and Control Instrumentation Reliability
Techniques: Terminology, for the terms used in this
Handbook.

The initial publication of this handbook does not include
all of the topics to be considered. Additional sections will
be published as completed.

Figure 1 shows typical relationships for reliability related
techniques in flow diagram form.

3. SOURCES AND REFERENCES

In the preparation of this handbook, many texts, stan-
dards and related publications issued by technical
societies and organizations were reviewed. Although
some of these references are relatively old, the informa-

[V

tion is still useful as background.

3.1 Texts

Amstadter, Bertram L., Reliability Mathematics, Fun-
damental Practical Procedures, McGraw-Hill, New
York, NY, 1971

ARINC Research Corp., Reliability Engineering,
Prentice-Hall, Englewood Cliffs, NJ, 1964

Barlow, R. E. and Proschan, F., Mathematical Theory of
Reliability, John Wiley, New York, NY, 1965

Bazovsky, 1., Reliability Theory and Practice, Prentice-
Hall, Englewood Cliffs, NJ, 1961

Calabro, 8. R., Reliability Theory and Practice,
McGraw-Hill, New York, NY, 1962

Drummer, G. W. A. and Griffin, N., Electronics Re-
liability—Calculation and Design, Pergamon Press, Ox-
ford, England, 1966

Green, A. E. and Bourne, J. J., Reliability Technology,
Wiley-Interscience, London, England, 1972

Gryna, Frank, Reliability Theory and Practice, Bradley
Univ. Press, Peoria, IL, 1965

Ireson, W. G., Reliability Handbook, McGraw-Hill, New
York, NY, 1966

Lloyd, David K. and Lipow, Myron, Reliability:
Management, Methods and Mathematics, Prentice-
Hall, Englewood Cliffs, NJ, 1962

Locks, Mitchell O., Reliability, Maintainability and
Availability Assessment, Hayden Book Co., Rochelle
Park, NJ, 1973

Myers, Wong and Gordy, Reliability for Electronic
Systems, John Wiley, New York, NY, 1964

Polovko, A. M., Fundamentals of Reliability Theory,
Academic Press, London, England, 1968

Roberts, N. H., Mathematical Methods in Reliability
Engineering, McGraw-Hill, New York, NY, 1964
Sandler, G. H., System Reliability Engineering,
Prentice-Hall, Englewood Cliffs, NJ, 1963

Shooman, M. L., Probabilistic Reliability: An Engineer-
ing Approach, McGraw-Hill, NY, 1968

Smith, David and Babb, Alex, Maintainability
Engineering, Halsted Press, 1974

3.2 Handbooks and Other Publications
IEC 362, Reliability, Availability, and Maintainability

Data from Field Performance/Recommended Guide for
the Collection of

RADC Maintainability Prediction and Demonstration
Technique, AD869, 331, AD869, 396

MIL-STD-473, Maintainability Verification and
Demonstration for Aeronautical Systems

MIL-STD 803, Human Engineering

WS-3099 (BUWEPS), General Specification for
Maintainability
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ARINC Resedarch Corporation, Maintainability Predic-
tion: Theoretical Basis and Practical Approach,
Washington, DC, 1963 (Publ No. 267-02-6-420)

MIL-M-585214, General Maintainability Requirements
for Electronic Equipment

ARF-66-29, Maintainability Program for Systems, Sub-
systems and Equipment

NAVSHIPS 94324, Maintainability Design Criteria
Handbook

NAVTRADEVCEN 330-1 Series, Design and Main-
tainabilitv (9 volumes)

Reliability Design Handbook, RDH376, Reliability
Analysis Center, RADC-GAFB, NY, 13441
MIL-HDBK-217, Reliability Prediction of Electronic
Equipment

PM(C32.1-1976, SAMA Standard, Process Measurement
and Control Instrumentation Reliability Techniques:
Terminology

NASA Contractor Reports, Practical Reliability:
Voll - Parameter Variation Analysis N68-31478

Volll - Computation N68-32760
Vol IIl - Testing N68-32779
Vol IV - Prediction N68-31979
Vol V - Parts N68-31980

Anyakora, N. N, Engle, G. F. M. and Lees, F. P., Some
Data on the Reliability of Instruments in the Chemical
Plant Environment, The Chemical Engineer, Nov., 1971

Skala, V., Improving Instrument Service Factors,
Instrumentation Technology, Nov., 1974
MIL-STD-781, Reliability Tests: Exponential Distribu-
tion

MIL-STD-785, Reliability Program for Systems and
Fquipment Development and Production
MIL-STD-470, Maintainability Program Requirements

MIL-STD-471, Maintainability Verification/Demon-
stration/Evaluation

MIL-HDBK-472, Maintainability Prediction

3.3 Symposiums

Doyon, L. R., and Berssenbrugge, M. W., “Solving Com-
plex Reliability Models by Computer,” Proceedings,
1968, Annual Symposium on Reliability, Boston, MA,
Jan., 1968, p 431-443

Dovon, L. R., “Solving for the MTTR of Complex
Systems,” Annual Symposium on Reliability
Praceedings, Institute of Electrical and Electronic
Engineers, 1969, p 153-161

Htun, L. T., “Reliability Prediction Techniques for
Complex Systems,” IEEE Transactions on Reliabilitv,
Vol R-15, No. 2, Aug., 1966, p 58-59

Annual Proceedings Reliability and Maintainability
Symposium, IEEE, 1972, 73, 74, '75, 76, 77, 78 and '79
(one for each year)

“Bayesian Reliability Techniques,” IEEE Transactions
on Reliability, Aug., 1972, Vol R-21, No. 3

“Nuclear System Reliability and Safety,”” [EEE Trans-
actions on Reliability, Aug., 1976, Vol. R-25, No. 3

3.4 Statistical Tables

Wilson, Myron A., MTBF Tables, Military Systems
Div., Burroughs Laboratories, 1963

Biometrika Tables for Statisticians, edited by E. S.
Pearson and H. O. Hartley, Cambridge University Press,
Cambridge, England, 1962

Copies of any of the texts referred to above may be
purchased through industrial technical libraries, directly
from the publisher, or from the sources listed below:

Copies of the MIL Publications referred to above may be
purchased from the Commanding Officer, Naval
Publication and Forms Center, 5801 Tabor Avenue,
Philadelphia, PA 19120.

Copies of ANS, IEC or BS publication may be purchased
from the American National Standards Institute. Inc.,
1430 Broadway, New York, NY 10018.

Copies of any IEEE Publications may be purchased from
The Institute of Electrical and Electronics Engineers,
Inc., 345 East 47th Street, New York, NY 10017.

MODULE LEVEL, MTBF PRECITION — 32,2
1. PARTS COUNT METHOD

1.1 Purpose, Limitations and When Performed

This prediction method is especially applicable during
bid proposal and early phases of design. The information
needed to apply the method is (1) generic part types (in-
cluding complexity for microelectronics) and quantities,
(2) part quality levels and (3) equipment environment.

Considering each part to be a series link in the module’s
operation, so that the failure of any part will cause the
module to fail, then the module’'s MTBF is the reciprocal
of the sum of the predicted failure rates for the parts. The
MTBF of any functional circuit, sub-assembly, compo-
nent, ete, can be readily estimated to determine the
feasibility (from a reliability viewpoint) of a given design
approach.

The assumption is made that the design and stress
derating practices, quality of parts and manufacturing
standards are consistent with the generic part failure
rates used in the reliability estimate.

A fixed environment for process control instrumentation
is typically equivalent to the military Ground, Fixed
(G ). This method generally yields conservative results



(higher failure rates and lower MTBF’s) for complex
modules when generic part failure rates are used.
Reliability/MTBF predictions determined by this
method are averages for a specific environment. The
failure rates should be modified for special environmen-
tal or other special operating conditions.

When design information becomes available, this
preliminary analysis should be followed by a more
detailed analysis such as the stress analysis method,
Module level, Section 2, for improved accuracy.

Redundancy may apply at the module level to improve
reliability. Methods of assessing the impact of redun-
dancy are presented in the Section on Reliability Techni-
ques: System Level, MTBF Prediction.

1.2 Procedural Technique

The procedure requires counting the number of parts of
each specific type, multiplying this quantity by a generic
failure rate, obtained from MIL-HDBK-217 (or from
other documented sources for the same or other types of
parts not included in the Handbook) and summing the
products to obtain the total failure rate. The MTBF can
then be calculated by taking the reciprocal of the total
failure rate.

The general expression for equipment failure rate with
this method is:

n
(1) NEQUIP = (N AG mqmL)i
i=1

for a given equipment environment where:

)‘EQUIP = total equipment failure rate (failures/10° h)

)‘G = generic failure rate for the ith generic part
(failures/10" h)
TQ = quality factor for the ith generic part
TL = learning factor for the ith generic part
N = quantity of the ith generic part
n = number of different generic part categories

TQ: the quality factor, is used to adjust the generic failure
rate of a part to the failure rate consistent with its part
quality. MIL-HDBK-217 provides quality factors for
many parts as well as generic failure rates including a
factor for equipment environment.

Failure rates of parts are multiplied by a learning factor,
7y, defined as follows:

The learning factor for parts, 7[,, is normally one unless
any of the following conditions apply, in which case it
would be greater than one.

1. New device in initial production.

2. Where major changes in design or process have oc-
curred.

3. Where there has been an extended interruption in
production or a significant change in line personnel.

Process Measurement and Control Instrumentation Reliability Techniques

The learning factor of other than one can be expected to
apply until conditions and controls have stabilized.

The expression for equipment failure rate, equation (1),
applies if the entire equipment is being used in one en-
vironment. If the equipment comprises several units
operating in different environments (such as in control
rooms, or exposed to open field conditions), then equa-
tion (1) should be applied to the portion of equipment in
each environment. These ‘“‘environment-equipment”
failure rates should be added to determine total equip-
ment failure rate.

1.3 Example

The hypothetical example (Fig. 1 & 2} demonstrates the
type of form that can be utilized. Provision is made for
identifying part type. part class, level and quality
factors, quantity, and for part generic failure rate.

2. STRESS ANALYSIS METHOD
2.1 Purpose, Limitations and When Performed

This method is applicable in the design process when the
actual stresses applied to each part can be determined
(eg, by measurement or calculation) and the tem-
perature and environment that the equipment will be ex-
posed to are known. It can also be used during later
design phases for reliability tradeoffs versus part selec-
tion and stresses. As with the Parts Count Method this
procedure can be applied to any functional circuit, sub-
assembly or module and is a more refined and precise
procedure.

Part models generally include both catastrophic and
drift failures and are based upon a constant failure rate
excepl for some mechanical devices that show an increas-
ing failure rate.

Generally, failure rates apply to equipment under nor-
mal operating conditions, ie, with power on and perform-
ing its intended functions in its intended environment.
To achieve predictably reliable operation, parts should
not be applied outside their recommended ratings
because failure rate data would usually be invalid. Since
reliability of parts is sensitive to temperature, the ther-
mal analysis of any design should fairly accurately
provide the part ambient temperatures needed in using
the part models. For operation at temperatures below
about 0°C, failure rate data are usually not available.

Other factors of stress and environment should also be
taken into account. This procedure does not consider the
adequacy of the circuit and packaging design. Even if
suitably reliable parts are used, such considerations as
subtleties of the circuit design, mechanical stresses or
resonances due to packaging or inadequate heat dissipa-
tion may cause the equipment to fail prematurely. These
and other factors (vibration, shock, etc) need to be
assessed by other tests and analyses.

This method covers series component part operation
only. Redundancy may apply at the module level, but
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methods of covering that are discussed in this Handbook
covering System Level Techniques.

Computer programs, which will perform the analysis
described above, hased on the procedures and failure
rates of MIL HDBIK-217, are generally available from
computer time sharing services. For parts not included in
the program, Lhe user is usually able to enter his own
data base. To use these programs, a worksheet similar to
the example form must still be manually filled out.

2.2 Procedural Technique

Using the procedures and failure rates of MIL-HDBK-
217 (or from other documented sources for the same or
other parts not included in the Handbook) the failure
rates for all of the individual parts can be calculated. For
parts not covered in the Handbook and where little sup-
porting data are available, great care must be exercised
in estimating the failure rates because the analysis may
be seriously affected, particularly if the design includes a
large proportion of these parts.

Once the part type, value, rating, class, and operating
stress are known, the procedure consists of selecting the
appropriate values for each of the variables in the model,

and recording them on a form similar to the example
form presented in Figures 3 and 4.

A wypical model that is used on most parts is the follow-
ing one for discrete semiconductors:

Ap = My (Tpx A x Tg2x TCx TQ)
where Np is the part failure rate,

Ab is the base failure rate usually expressed by a
model relating the influence of electrical and
temperature stresses on the part. The
operating to rated stress ratio must be known
to permit selection of the appropriate base
failure rate.

TE and the other T factors modity the base failure
rate for the category of environmental applica-
tion and other parameters that atfect the part
reliability.

The Tp and () factors are used in all models and
other T factors apply only to specific models. The ap-
plicability of T factors is identified in each part subsec-
tion contained in MIL-HDBK-217.

Redundancy may apply at the module level and lead to
reliability improvement. Methods of assessing the im-
pact of redundancy are discussed in PMC32.3, System
Level Techniques.

Temperatures of parts shall include internal temperature
rises in the equipment.

2.3  Example

The hypothetical example demonstrates the type of
form that can be utilized when MIL-HDBK-217 pro-
cedures are followed. Provision is made lor completely

identifying each functional circuit including parts
description, electrical and thermal stress factors, base
failure rates, Ap, and the various application factors.
The reciprocal of the summation of all the individual
part failure rates represents the MTBF of the functional
¢ircuit being analyzed. Calculations are usually made at
normal room ambient temperature and at least at one
operating temperature extreme.

SYSTEM LEVEL, MTBF PREDICTION — 32.3

I. INTRODUCTION

The reliability block diagram method is a systematic,
success-oriented technique for calculating the
probability of a system's successful operation and
presenting the information pictorially. Reliability block
diagrams are developed by analysis of functional
relationships among the system modules.

2.  SCOPE

The reliability block diagram methods express the in-
terrelationship of events by the flow indicated. Limita-
tions of these methods include the difficulties in handl-
ing the effects of repair and multiple failure modes.
These are expected to be covered by other specific
techniques sections.

3. REQUIREMENTS

3.1 A definition of system performance, such that per-
tinent conditions are defined as acceptable (success) or
unacceptable (failure), must be obtained. An explicit
statement of what constitutes system success or failure is
necessary for each mode of operation.

[dentify critical, major and minor failure paths through
the system (this may require a formal and separate
Failure Mode and Effects Analysis, FMEA).

3.2 A definition of the environmental conditions which
apply to the various portions of the system is necessary.
The failure rates of the various equipments in the system
are different for various environments.

3.3 Duty cycle, the ratio of operating time to total
time, of each module must be defined. (See Section 6 for
the method of handling duty cycle.)

3.4 [Establish the function time, t.

4. GENERAL PROCEDURE

4.1 The general procedure for constructing a reliability
block diagram is as follows:

4.1.1 Define the function time so that the completion of
the function yields system success. If the system has
more than one function, then each must be considered
individually.

4.1.2 Construct the reliability block diagram from
functional diagrams. Define all the elements. Each block
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in the diagram represents the failure rate or reliability of
the identified module for selected failure mode(s). Some
failure modes can inhibit the success path.

4.1.3 Investigate the reliability block diagram to ensure
that all possible paths leading to success have been
included.

4.2 The steps above yield a reliability block diagram
that shows functional relationship details. To get a
general overall picture of what is happening, many of the
paths may be reduced into fewer, more important paths.
This reduction is achieved from the detailed reliability
block diagram as follows:

4.2.1 The success of each path is related to the success of
its elements. Determine the logical description for
success of each path and treat the path as one composite
element. Construct a new diagram where the paths are
composite elements.

4.2.2 Continue this process until a diagram is developed
that needs no further simplification.

The reliability block diagram corresponds closely to a
system functional diagram and allows a visual un-
derstanding of the normal functioning of a system. The
reliability block diagram describes the system in terms of
the events leading to success.

5.  PROCEDURE OUTLINE

5.1 With agreement of the System Designer and in ac-
cordance with system requirements, define successful
operation of the system.

5.2 Draw a block diagram showing the path from
system input to system output. Include all applicable
system modules.

5.3 Calculate the probabiiity of each block’s successful
operation for the specified environment, operating time,
mode of operation, ete.

5.4 Write an equation for the probability of a suc-
cessful system operation, in terms of the probability of
each block’s successful operation. Several reduction
techniques are described below.

5.5 Substitute the numerics for each block’s
probability of successful operation into the success equa-
tion, and calculate the system's probability of successful
operation, or alternatively, its MTBF.

6. HANDLING DUTY CYCLES

The method to handle duty cycle in caleulations is as
follows:

6.1 If the module is considered to have a negligible
failure rate during nonoperating periods, the failure
rate can be modified by a duty cycle factor, or the
equation Pg = e-(At)d can be used for a component
where d, the duty cycle factor, is the ratio of operating
time to total function time.

Process Measurement and Control Instrumentation Reliability Techniques
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6.2 When a module has a failure rate during non-
operating periods different from that experienced during
operating periods, the following equation can be used:

Py = & Atd + Aot(1-d)]

Where: M1 = failure rate during operation

A2 = failure rate during nonoperation (usually
assumed negligible unless specific in-
formation is available)

7. SINGLE-FUNCTIONED SYSTEMS

The module or system success reliability block diagram
can take on the form of modules or equipments connec-
ted In series, parallel, series/parallel, or a complex con-
figuration. One method of going from the reliability
diagram to a probability of survival formula uses the
following equation:

Ps = Pg(ifXisgood) Rx + Ps (if X is bad) Q¥
Where:

X = System or subsystem under study
Ps = reliability of function
Pg (if X is good) = reliability of function if

X is good
Py (it X is bad) = reliability of function if X is bad

Rx = reliability of X

Qx = unreliability of X = 1-Rx

In other words, the reliability of the function is equal to
the reliability of the function given that a specific portion
of the system works times the probability that a portion
of the system will work plus the reliability of the function
given that a specific portion of the system fails times the
probability that that portion fails.

7.1 Series Connected Systems

The serial equipment configuration may be represented
by the following

Input Ry(t) Ro(t)p------1 Rnp(t) Output

The reliability block diagram is constructed so that a
path through operating blocks between input and output
represents the function of the system. The direction
allowed is indicated by an arrow. A failure of one of the
blocks results in failure of the system. Reliability of the
series configuration is the product of the reliabilities of
the individual blocks:

Rg(t) = Ry(t) . Ro(t) --- Rj(t) - - Rp(t)
where:

Rg(t) is the series or system reliability, and Rj(t) is the
reliability of the “ith” block for the time “t”.
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The concept of constant failure rate allows the computa-
tion of system reliability as a function of the reliability of
parts and components to be accomplished in the follow-
ing manner:

n
Rs(t) =z
i=1

e~ Nt = g~ Alt. A2t ...~ Ant

Simplified to:
Re(t) = e (Mt + Aot + 4 Apt) _

AL+ g+ - Apit

The general form of this expression can be written:

n
Rglt) = e"t}:')\i
1=1

Revising the MTBF formulas to refer to the system
rather than an individual element gives the mean-time-
between-failures of the system as:

N

MTBF=__ |

A
1

M S

i
See Fig. 1 for examples

Equipment reliability is therefore a combination of the
failure rates of the parts from which the equipment is
built. As previously stated, these part failure rates can
combine in series so that if any part fails, the equipment
fails. They can also combine in parallel so that when a
part fails there is another part to perform the same
function.

7.2 Parallel (Redundant) Connected Systems

A parallel configuration accounts for the fact that alter-
nate part or item configurations can be designed to in-
sure equipment success. A two element parallel
reliability configuration is represented by the following
block diagram:

Ri(t)

Input —» —»(utput

Ro(t)

A reliability value for any configuration is synonomous
with probability (ie, probability of successful operation)
and can take on values ranging between 0 and 1. Repre-
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sent the reliability by the symbol R and its complement
(unreliability) by the symbol Q, then from fundamental
probability theory:

R+Q=1
R=1-QorQ=1-R

From the above, it can be seen that a probability can be
associated with successful operation (reliability) as well
as with failure (unreliability). For a single block (on the
block diagram), the above relationship is valid. However,
for the two element parallel reliability configuration
shown, two paths for successful operation exist and the
above relationship bacomes:

(Rp + Q) (R2+ Q9 =1

Assuming that R} = Ry and Q1 = Qg (ie, the blocks
are identical), this can be rewritten as:

(R+Q2=1
Upon expansion, this becomes:
R2 + 2RQ + Q2 = 1 for a | out of 2 success path

Recall that reliability represents the probability of
successful operation. This condition is represented by the
first two terms of the above expression. Thus, the
reliability of the parallel configuration can be represen-
ted by:

Rs = R2 + 2RQ for a 1 out of 2 success path

Note that either both branches are operating success-
fully (the R2 term), or one has failed while the other
operates successfully (the 2RQ term). Substituting the
value of R = 1 - (Q into the above expression, we obtain:

Rs = (1- Q2 +2(1-Q)Q =1-2Q + Q% +2Q-2Q2 =
1-Q2

To obtain an expression in terms of reliability only,
the substitution Q = 1 -R can be made which yields:

Rg = 1-(1-R)(1-R) = 2R-R2

Returning to the more general case where Ry # Ry,
this may be expressed:

Rg = 1- (1- R)(1 -Rg)

By similar reasoning, it can be shown that, for n blocks
connected in a parallel reliability configuration, the
reliability of the configuration can be expressed by:

Rgtt) = 1-(1-Ry){(1-Rg) ... (1-Rp). See Fig. 1 for
1 out of 2, 3 and n success path examples.

The series and parallel reliability configurations (and
combinations of these), as described above, represent the
basic concepts involved in estimating the reliability of
complex equipment.
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7.3 Series/Parallel and Other Combinations

The serial and parallel reliability concepts presented in
the preceding paragraphs establish the mathematical
framework for the reliability of various element
configurations.

More complex configurations would consist of equipment
items or parts operating both in series and parallel com-
binations — together with the various permutations.

7.4 Bridge (Non-Series/Parallel) Systems

3
¢}

Using the method of conditional probabilities:

Reliability = P(s/D) PD + P(s/D) PD = P g

Ph=1-Pp
[FTY e L
(5] E}
—> -
gk [
<1 1F]

P(s/p) = (PR + PC-PB PC) (PR + Py -Pg PR)
= Pg Py, + PR PR -PR PE Pp + PC PR
+ Pc Pp-PC PE Pr- P P¢ PR -PB Pc Py
+ PR Pc PE Pr

Ps = (PB PR + PC Py ~PB Pg PC Pp) (1 -Pp)
+ (PB Pi + P Py -PB P Py + PC PE
+ P¢ PF ~P¢ PE PF -PB PC PE-Pp PC P
+ PR P¢ PE PR) Pp
= PR Pg + P¢ Pp-PR PE PC Py
+ 2P PR, Pc PF Pp + PR PR P
-PR Py Pp Pp + P PE Pp - P PR PR P
-PB P P Pp-PR ¢ Py Pp

Process Measurement and Control Instrumentation Reliability Techniques
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MTBF = 1/(Ag + Ag) + /(NC + Ap)
-UAB+ A+ A+ Ap)
+2/(Ag + Ag + Ac+ AR+ Ap)
(Mg + Mgt Ap)
~/(Ag+ A+ Ap+ Ap)
+1/(Ac + Mg+ Ap)

SN+ AR+ A+ Ap)
A+ Ac+ Mg+ Apy)
~U(Ag+ Ao+ Ap+ Apy)

8. EXAMPLE

Reliability block diagrams can be used to depict only
those functional elements which must operate properly
to meet particular system reliability requirements such
as are involved in safety, performance, unscheduled
maintenance, etc. Figure 1 depicts various block
diagrams, reliability formulas and typical values
corresponding to these requirements. Figure 1 indicates
that the use of redundancy may provide a significant in-
crease in system reliability. However, redundancy im-
poses a penalty by adding to the system complexity, eg,
cost, maintenance burden including spares, training and
documentation.

9. MULTIFUNCTIONED SYSTEMS

Multifunctioned systems can be treated similarly to
single-functioned systems if one of the following applies:

(a) If no equipment appears in more than one function.

(b) If functions are time independent, ie, they are either
time sequenced functions or they are never used
simultaneously.

If either (a) or (b) above applies, the procedure is as
follows:

Treat each [unction separately as described under single-
functioned systems. For the system, the functions are
treated as equipments and can be combined in series or
parallel depending on the requirements. The resultant
diagram is treated as a single-functioned system. Each
separate function can be compared with a reliability re-
quirement for that function desired.

When an equipment appears in more than one function,
and (b) does not apply, the functions cannot be treated
separately. The following example illustrates the point.

A system has two functions. The first function requires A
or B for success and the second function requires B or C
for success. Both functions are required for system
success. Success diagrams for Function 1, Function 2,
and the system are shown below.
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CALCULATIONS FOR SYSTEM RELIABILITY

Figure 1
Reliability Reliability System Numerical
Configuration Block Diagram Reliability Examnle Notes
(1) Serial _ Let: Ain failures
: Rg = R R P
(Nonredundant) 2 5 112 | A = Ag = 106/105h per million
Two Modules MTBF = ———— ! A hours
M+ N omTBF-_ L
20x 10-6
If Ap= Ao =X MTRF = 50,000 h
L= RY or
then R = R MTBF = 5.71 yr
and o . -
| Let t = 10,000 h t is operating
MTBF = ‘Z_-)\- Ry =e” ;\lt = e-0.1=0905 time.
Rp=e” "2 =e-0.1=0905
then Rg = Ry Ro = 0.819
Reliability Reliability System Numerical
Configuration Block Diagram Reliability Example Notes
(2) Serial R Ry Ro R N \ \
(Nonredundant) _.».1 % S = Kl h2 1= Ay = Ay =10{/106h
Three Modules - . . T 1
MTBF =7k MTBF = 1
Mo+ Aoy Ag “T30x10-6
It A= Ng= Ag=A MTBF = 33,333 h
or
then Ry = R MTBF = 3.81 yr
and MI'BF =—;—<— t = 10.000 h
- Ry = Ry = R3 = 0.905
then Rg = 0.741
Reliability Reliability System Numerical
Configuration Block Diagram Reliability Example Notes
(3) Serial
(Nonredundant) AL = Ay = >\3 = )\4 = 10{/106h

: Rg = R} Ry R3 Ry
1

Four Modules MTRF =

A+ Az A3y

If X]. :ki) =,\3:A4 =X\
then Rg = RY
and MTBF = 4‘—)\

1

MTBF =—5>5=6

MTBF = 25,000 h
or

MTBF = 2.85 yr

t = 10,000 h

R; = Rg = R3 = R4 = 0.905
Rg = (0.905)4 = 0.670

Reliability
Configuration

Reliability
Block Diagram

System
Reliability

(4) General Rs =Rj1Ry...Rp

Serial -.-»
Case MTBF = ——
z N
i=1
If )\‘- = A
then
MTBF = 1
nx
and
Rs = e-n)\t

16

Numerical
Example

Notes
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CALCULATIONS FOR SYSTEM RELIABILITY
Figure 1 (Continued)

Reliability Reliability System Numerical
Configuration Block Diagram Reliability Example Notes
(5) Parallel 1outof 2 Q1 =1-Ry M o= "2; 10£/106h Qis
';‘Redundant) Qy=1-Ro MTBF = o unreliability
'wo Modules Rg = 1-Q1 Q2 5
Rs = 1-(1-Rp (1-Ry  MTBF =5 7=07%,
) ) 1 MTBF = 17.1 yr
MTBF =——+__ — R = e At
MR MM g - 10,000 h
It A= Ag= A R =R)=Rg=e-01=0905
then Rg = 2R - R2 Rg = 2R -R?
and Rg = 1.810 -0.819
MTBF -3 Rg = 0.991
2\
Reliability Reliability System Numerical
Configuration Block Diagram Reliability Example Notes

1 out of 3

(6) Parallel Rg =R} + Ro+ R3-R1 Ry A1 = Ay = 10f/106h

(Redundant) -RgR3-Ry R3 + R{ Ry Ry Ag = 1.0f/106h
Three Modules Y 1 1 " . 1
=t -
Al Ao Ag MTBF = 1676+ 0% 10=6
1 1 1 . 1
TN+ A2 A2+ A3 N A3 1x10-6 20x10-6
1 1 1
VYD W - - +
+>\1+>\2+>\3 11x10-6 11x10-6
1
21 x 10-6
MTBF = 1,015,801 h
or
MTBF = 116 yr
If Al = )\«) = )\3 :A fort = 10,000 h

. Ry =Rg=e-01=0905
then Ry = 3R—3R12 + IR3 R3 = e-0.01 = 0.990

and MTBF =i+—+— then:
A2 3N Rg = 099991
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CALCULATIONS FOR SYSTEM RELIABILITY

Figure 1 (Continued)

Reliability Reliability System
Configuration Block Diagram Reliability Notes
T outofn R (1 -Ry)(1-Ry) (1-Rp)
(7) General § = I-U-hp-hg)....U=Nn T W -
Parallel Ry +Rg+ +Ry If Aj = and Ri = R
Case H then:
| ~R1Ra-RyRg----- Ry Ry 2 3
n n
! ! “RgR3—Rg R4 - - - Ry Rp R =(‘1‘)R(2)R +(3 R +
! H
~R3Rg-R3Rs- - -~Rg Rn RN
; )" QR
“Rn -1 R here
! where:
+ Ry Ro R3 + R; Rg Ry '
+...+R{RoRy (“):._____“"
- 1
+ Ry R3 R4 + R R3 Rs k) (n-k)! k!
.+ Ri{R3 Ry
. n\/n n
#lin Ja a1 R OE 6)
n-zin-1n MTBF =2 22— —:;-
(continue) A
: 576)
MTBF = Redt + . ...
(]
_ror, +_l_ This can be simplified to:
7\T+)\2 )\n . 1 1
R 1 MTRBF = >\+—2—)—\+ 3
Ao+ XA2 N+ A3 1
R T
A+ Xn
(continue by integrating corresponding
terms in the reliability equation)
Reliability Reliability System Numerical
Configuration Block Diagram Reliability Example Notes
(8) AL = A2 = 10£/106h
Series/Parallel Rg = [Rl + R -Ry RQ]RS A3 = 1.0f/106h
{(Improved 1 ’
Performance) MTRF = N, )\; MTBF = 1337526 * 1T310-6
1
1 -1 21x10- 6
)\2+ )\3 )\1+>\2+)\3

18

MTBF =134,199h
or
MTBF = 15.3 yr

let t = 10,000 h

R=e-~ At

Ri = Rg = e-0.1 = 0.905
R3 = e-0.01 = 0.990

Rg = 0.981
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CALCULATIONS FOR SYSTEM RELIABILITY
Figure 1 (Continued)

Reliability Reliability System Numerical
Configuration Block Diagram Reliability Example Notes
(9) Let all R’s = 0.905

Parallel/Series Rg = (R{ + R9-Ry R9) s
57 T RETRITIN g = [0.905 + 0.905 - (0.905)2]2

(R3 + R4 -R3 Ry) Rg = (0.990975)2

M

Rg = 0.9820
Reliability Reliability System Numerical
Configuration Block Diagram Reliability Example Notes
o Let all R 5
Seri .et a s = 0.90
Series/Parallel RS = Ry Rg + Ry Ry Note difference
‘ Rg = (0.905)2 + (0.905)2 from (9)
-R1 Ro Rz Ry —(0.905)4 above
Rg = 0.967
Reliability Reliability System Numerical
Configuration Block Diagram Reliability Example Notes
(11) GROUP G . , Rs=RjRy... R, See text on
UP GROUP GROUI multi-functioned

In General
where R; is the series or systems
parallel group.

o«

MTBF = f Rgdt
0
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Function 1 Function 2

System

System reliability cannot be derived by multiplying
function reliabilities because of the common element B.

First, multiply functions
Pg = (PA + PR-PA Pp) (PB + Pc-PB P()

This equation must be reduced before inserting the
probabilities for the various equipments. This is the
basic difference between using this method for single and
multifunctioned systems.

Reduce the equation by multiplying terms:

Pg=PpA PR+ Py Pc-PAPRPC+PBPB
+ PR PC-PR PR PC

-PA PRPR-PA PRPC + PA PBPBPC

Where a probability appears twice in a term, delete one
of the common factors:

P =PA PR+ PAPC-PAPBPC +PB
+ PRPCc-PR Pc-PAPB

-PA PRPC + PA PR PC
Simplifying P§ = PAo PCc + PB-PA PB PC
The same result would be achieved as follows:

Pg = P (func. success with B working) Pg + P
(func. success with B failing) (1 - PB)

Pg = (1) PR + Po Pc (1-PR)
Pg = PR + Po Pc-PA PR PC
10. TRUTH TABLE METHOD

The truth table method can be used for multifunc-
tion systems. For the example of Section 9:

Success
A B C or
Failure
0 0 0 F
0 0 1 F
0 1 0 S
0 1 1 S
1 0 0 F
1 0 1 S
1 1 0 S
1 1 1 S

20

Where a 1 represents the successful operation of the com-
ponent, and a 0 represents the failure of the component
to operate. Each term in the truth table is mutually ex-
clusive of all other items.

Reliability of the system is simply the sum of the success
probabilities.

Pg = (1-PA) PR (L-PC) + 1-Pp) PBPC
+ PA (1-PB) PC

+ PAPB (1-PC) + PA PR PC
Expanded and simplified, this reduces to:
Pg = Pp + PAPc-Pa PRPC

This is the same result as in Section 9.

11. AT LEAST 2 OUT of 3 CONFIGURATION
(MAJORITY OR VOTING LOGIC)

Basic Two-Out-of-Three (2/3) System

Consider the reliability block diagram where A, B, and C
represent three channels arranged in a 2-out-of-3 (2/3)
logic. One basic method that has general applicability is
to list all the combinations of the three components in a
“truth’ table as follows:

System | Success
A B C Term or

Failure
0) 0 0 o | ABC F
(1) 0 0 1 ABC F
®)) 0 1 0 ABC F
3 0 1 1 ABC S
(4) 1 0 0 ABC F
(5) 1 0 1 ABC S
(6) 1 1 0 ABC S
(N 1 1 1 ABC S

Since success is defined as “at least any two of the three
components operate successfully”, terms (3), (5), (6) and
(7) of the truth table are success terms. All other terms in
the truth table are failure terms. The system success
probability is now calculated as the sum of the
probabilities of each of the success terms. The success
probability of each term is now written as:



Term (3) P§ = P P PC
Term (5) P§ = PA PR PC
Term (6) Pg = Pa Pg P
Term (7) P§ = PA PR PC

where A is the negation (complement) of A, etc. The
system success probability is now expressed as the sum of
these terms:

System Pg = PA Pg PC + PA PR P¢ + PA PR PC
+ Pa PR PC

Substituting 1 - P4 for PX, 1-Pg for PB, 1-PC
for PC and then expanding and simplifying, this
reduces to:

Pg = PR PC + PA P + PA PB-2P4 PR PC

12. BOOLEAN ALGEBRA METHOD

The truth table, though very convenient for simple
systems, generates so many terms for a complex system
that it is cumbersome to use. It may be more convenient
to use Boolean algebra to solve reliability problems. The
technique that will be illustrated here is to manipulate
the Boolean expression into a series of mutually exclusive
terms so that the probability equation may be written
directly.

First, a few simple ideas from Boolean algebra will be il-
lustrated. Let success be defined as:

S=A+B

The plus sign is the Boolean notation for the union of
events, called the OR function, meaning the event
“success’” is equivalent to the event A OR B. In mutually
exclusive form, the probability of success can be written
directly as

Pg =PAPB

Note that S, A, B, etc. are used to describe events and
are not numeric. Pg, Pa, PR, etc. are used to describe
the probability of an event and are numerical quantities.

The probability equation can be written directly from
the Boolean expression only when all terms of the
Boolean expression are mutually exclusive.

One Boolean method will be illustrated using the same 2-
out-of-3 (2/3) logic problem in the truth table derivation.
In a 2-out-of-3 (2/3) system, if any two components are
good, the system is good. In Boolean algebra, the event
“‘success” is described as:

S =AB + AC + BC

meaning that the event S is equivalent to the joint events
A AND BORA AND C OR BAND C. Although thisis a
valid and succinct expression for success, it must be
manipulated into mutually exclusive form before the
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probability expression can be written directly. In order to
do this, first break the expression into two terms with
brackets.

S = AB + (AC + BC)

Now, without changing the meaning of the expression,
the terms in the brackets are intersected with the nega-
tion of the first term. Thus,

S = AB + AB (AC + BC)

where AB means not “A AND B”. This operation is per-
formed to assure that no event already contained in AB is
allowed to remain in the balance of the equation.

Similarly, the two terms inside the bracket can be
treated in exactly the same way without changing the
value of the expression.

S = AB + AB (AC + AC (BC))

Of all the rules of Boolean algebra, only three, plus de
Morgan’s Theorem, are needed to treat this problem:

AA = A

AA = & = null set (Note: P(¢) = 0)
A+A=A

AB.. . N=A+B+...N

(de Morgan’s Theorem)

=A+AB+ABC+...+ABC...(N-1)N
(mutually exclusive form)

Using these rules of Boolean algebra, it can be shown
that:

AB=A+B =124+ AB
andAC=A+C=A +AC

Substituting:

S = AB + (A + AB) (AC + (A + AC) (BC))

Start clearing from the innermost brackets:

S = AB + (A + AB) (AC + ABC) since CC = 0.
Further clearing leaves

S = AB + ABC + ABC

The events AB, ABC and ABC are mutually exclusive as
a result of the foregoing manipulation. Therefore, the

probability of success is the sum of the joint
probabilities.

Ps =PaB + PABC + PABC
= PAPR + Pa P Pc + P PR PC
which reduces to:
Ps = PA PR + PR PC + PaA PC -2PA PR PC

This is the same result as that given in Section 11.



